Stored XSS Via Maps Text Box
Hyperlink Vulnerability (CVE-
2021-35239)

Security Advisory Summary

A security researcher found a user with Orion map
manage rights could store XSS through the text box
hyperlink.

Affected Products

e Orion Platform 2020.2.5 and earlier

Fixed Software Release

e Orion Platform 2020.2.6 HF1
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Advisory Details

Severity
7.5 High

Advisory ID
CVE-2021-35239

First Published
07/20/2021

Last Updated
08/24/2021

Fixed Version
Orion Platform 2020.2.6 HF1

Workarounds
Workaround 1

CVSS Score

CVSS:3.0/AV:L/AC:L/PR:H/UI:N/S:C



https://support.solarwinds.com/SuccessCenter/s/article/Orion-Platform-2020-2-6-Hotfix-1?language=en_US
https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2021-35239
https://support.solarwinds.com/SuccessCenter/s/article/Mitigate-the-Stored-XSS-in-Maps-text-box-hyperlink-vulnerability-CVE-2021-35239
https://www.first.org/cvss/calculator/3.0#CVSS:3.0/AV:L/AC:L/PR:H/UI:N/S:C/C:H/I:N/A:N
https://www.first.org/cvss/calculator/3.0#CVSS:3.0/AV:L/AC:L/PR:H/UI:N/S:C/C:H/I:N/A:N
https://www.first.org/cvss/calculator/3.0#CVSS:3.0/AV:L/AC:L/PR:H/UI:N/S:C/C:H/I:N/A:N

