1.6
EU Model Clauses means the unchanged EU-approved version of the Standard Contractual
Clauses (without optional clauses), which are set forth in Exhibit 1, and shall apply to Processing of Your
Data.
1.7
Personal Data means any information relating to (i) an identified or identifiable natural person and,
(ii) an identified or identifiable legal entity (where such information is protected similarly as personal data or
personally identifiable information under applicable Data Protection Laws and Regulations), where for each
(i) or (ii), such data is Your Data.
1.8
Processing means any operation or set of operations which is performed upon Personal Data,
whether or not by automatic means, such as collection, recording, organization, structuring, storage,
adaptation or alteration, retrieval, consultation, use, disclosure by transmission, dissemination or otherwise
making available, alignment or combination, restriction, erasure or destruction.
1.9

Processor means the entity which Processes Personal Data on behalf of the Controller.

1.1 O
Security, Privacy and Architecture Documentation means the Security, Privacy and
Architecture Documentation applicable to the specific Services purchased by You, as updated from time to
time, referred to in Appendix 2.
1.11
Services means any product or service offering or support services provided by SolarWinds
Worldwide to You pursuant to the Agreement.
1.12
Subprocessor means any Processor engaged by SolarWinds Wor1dwide or its Affiliates that
Processes Personal Data in connection with the Services.
2.

Processing

2.1
As previously set forth in the Agreement, the parties acknowledge and agree that with regard to
the Processing of Your Personal Data under the Data Protection Laws and Regulations and this DPA, You
determine the purposes and means of Processing and are the Controller and SolarWinds Worldwide
Processes Your Personal Data on behalf of You and is the Processor. Each party will comply with the
obligations applicable to it under the Data Protection Laws and Regulations with respect to the
Processing of Your Personal Data.
2.2
SolarWinds Worldwide and its Affiliates will engage Sub-processors pursuant to the requirements set
forth in Section 5 below.
2.3
The duration of the Processing, the nature and purpose of the Processing, the types of Personal
Data and categories of Data Subjects Processed under this DPA are further specified in Exhibit 1 to this
DPA.
3.

Rights of Data Subjects; Legal Disclosure Requests

3.1
Rights of Data Subjects. SolarWinds Worldwide shall, to the extent legally permitted, promptly
notify You if SolarWinds Worldwide receives a request from a Data Subject to exercise the Data Subject's
right, including the right of access, right to rectification, restriction of Processing, erasure (right to be
forgotten), data portability, object to the Processing, or its right not to be subject to an automated
individual decision making ("Data Subject Request"). To the extent You, in Your use of the Services, do
not have the ability to address a Data Subject Request, SolarWinds Worldwide shall upon Your request
provide commercially reasonable efforts to assist You in responding to such Data Subject Request, to
the extent SolarWinds Worldwide is legally permitted to do so and the response to such Data Subject
Request is required under Data Protection Laws and Regulations. To the extent legally permitted, You
shall be responsible for any costs arising from SolarWinds Worldwide's provision of such assistance.
Taking into account the nature of the Processing, SolarWinds Worldwide shall assist You by
implementing appropriate technical and organizational measures, insofar as this is possible, for the
fulfilment of Your obligation to respond to a Data Subject Request under Data Protection Laws and
Regulations.
3.2
Legal Disclosure Request. If SolarWinds Worldwide receives a legally binding request, including
from a supervisory authority, for the disclosure of Personal Data, which is subject to this DPA, such request
will be dealt with in accordance with the Agreement and the Data Protection Laws and Regulations.
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4.

Personnel

SolarWinds Worldwide will restrict its personnel from Processing Personal Data without authorization
(unless required to do so by applicable law) and will ensure that its personnel engaged in the Processing
of Personal Data are informed of the confidential nature of the Personal Data, have received appropriate
training on their responsibilities, and ar� subject to an obligation of confidentiality.
5.

Sub-Processors

5.1
Appointment of Sub-processors. You acknowledge and agree that (a) SolarWinds Worldwide's
Affiliates may be retained as Sub-processors; and (b) SolarWinds Worldwide and SolarWinds Worldwide's
Affiliates respectively may engage third-party Sub-processors in connection with Processing Personal Data.
SolarWinds Worldwide or a SolarWinds Worldwide Affiliate has entered into a written agreement with the
applicable Sub-processors containing data protection obligations in a manner substantially similar to the
standards set forth in this Agreement with respect to the protection of Personal Data to the extent applicable
to the nature of the Services provided by such Sub-processor.
5.2
List of Current Sub-processors and Notification of New Sub-processors. Upon request,
SolarWinds Worldwide shall make available to You an updated list of Sub-processors who Process
Personal Data in connection with the provision of the Services ("Sub-processor List").
5.3
Objection Right for New Sub-processors. You may reasonably object to SolarWinds
Worldwide's use of a new Sub-processor by notifying SolarWinds Worldwide in writing within ten (10)
business days after receipt of an updated Sub-processor List. In the event You object to a new Sub
processor, SolarWinds Worldwide will use reasonable efforts to make available to You a change in the
Services or recommend a commercially reasonable change to Your configuration or use of the Services to
avoid Processing of Personal Data by the objected-to new Sub-processor without unreasonably burdening
You. If SolarWinds Worldwide is unable to make available such change within a reasonable period of time,
either party may terminate the applicable Order Form(s) with respect only to those Services which cannot
be provided by SolarWinds Worldwide without the use of the objected-to new Sub-processor, by providing
written notice to the other party.
5.4
Liability. SolarWinds Worldwide shall be liable for the acts and omissions of its Sub-processors to
the same extent SolarWinds Worldwide would be liable if performing the services of each Sub-processor
directly under the terms of this DPA, save as otherwise set forth in the Agreement.
6.

Security

6.1
SolarWinds Worldwide shall maintain administrative, physical and technical safeguards designed
for protection of the security, confidentiality and integrity of Personal Data, in accordance with the Security,
Privacy and Architecture Documentation. SolarWinds Worldwide regularly monitors compliance with these
safeguards. You shall be responsible for implementing the appropriate administrative, physical, and
technical safeguards as to Your Processing of Perso.nal Data as well as using and configuring the Services
in a manner that similarly complies with the Data Protection Laws and Regulations, including implementing
appropriate administrative, physical, and technical safeguards.
6.2
Upon written request by You, subject to the confidentiality obligations set forth in the Agreement,
SolarWinds Worldwide shall make available to You (or a third party, independent auditor) information
regarding SolarWinds Worldwide's compliance with the obligations set forth in this DPA in the form of a
selfcertification, or if there is reasonable suspicion relating to noncompliance based upon the
self-certification, an audit, which shall be at Your cost. If applicable, You shall promptly notify
SolarWinds Worldwide of information regarding any noncompliance discovered during the course of an
audit. SolarWinds Worldwide will also provide You with reasonable cooperation and assistance, at Your
cost, to fulfill Your obligations under GDPR to carry out a data protection impact assessment related to
Your use of the Services, to the extent You do not have access to the relevant information and to the
extent such information is available to SolarWinds.
7.

Personal Data Security Breach Management and Notification

In the event SolarWinds Worldwide becomes aware of a Data Security Incident involving Personal Data
received from You, SolarWinds Worldwide shall (i) notify You as soon as is reasonably practical and without
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undue delay, of the nature of the Data Security Incident; and (ii) will use reasonable efforts to assist You in
mitigating, where possible, the adverse effects of the Data Security Incident, including taking steps that
SolarWinds Worldwide deems necessary and reasonable to remediate the cause of such Data Security
Incident to the extent the remediation is within SolarWinds Worldwide's reasonable control. The obligations
herein shall not apply to incidents that are caused by You or Your Users.
8.

Transfer Mechanisms

8.1
Any transfer of Personal Data made subject to this DPA from member states of the European
Union, Iceland, Liechtenstein, Norway, Switzerland or the United Kingdom to any countries which do not
ensure an adequate level of data protection within the meaning of the laws and regulations of these
countries shall, to the extent such transfer is subject to such laws and regulations, be undertaken by
SolarWinds Worldwide and its Affiliates through one of the following mechanisms: (a) in accordance
with the Swiss-U.S. and EU-U.S. Privacy Shield Framework and Principles issued by the U.S.
Department of Commerce, both available at https://www.privacyshield.gov/EU-US-Framework, or (b)
the EU Model Clauses set forth in Exhibit 1 to this DPA.
If transfers are made pursuant to 8.1 (a), SolarWinds Worldwide has self-certified to, and complies
8.2
with, the Swiss-U.S. and EU-U.S. Privacy Shield Frameworks, as administered by the U.S.
Department of Commerce, and shall maintain such self-certification and compliance with respect to the
Processing of Personal Data transferred from member states of the European Union, Iceland,
Lichtenstein, Norway, or the United Kingdom or Switzerland to any countries which do not ensure an
adequate level of data protection within the meaning of the laws and regulations of the foregoing
countries for the duration of the Agreement.
9.

Deletion of Data

The Services provide You with controls to enable You to retrieve, rectify or delete Personal Data as
described in the Documentation. Upon termination of the Agreement, SolarWinds Worldwide will, to the
extent allowed by applicable law, delete Your Data in accordance with the Agreement.
10.

Limitation of Liability

Each party and its Affiliates' liability arising out of or related to this DPA (whether in contract, tort or under
any other theory of liability) is subject to the section 'Limitation of Liability' of the Agreement, and any
reference in such section to the liability of a party means that party and its Affiliates in the aggregate.
11.

Term ination Right

This DPA shall remain in effect for the duration of the Agreement between the parties. You may
terminate the EU Model Clauses at Your discretion by providing written notice to SolarWinds
Worldwide. The EU Model Clauses shall only apply to the Processing of Personal Data to any country
not recognized by the European Commission as providing adequate protection of Personal Data or
any recipient not covered by a legal framework deemed by the European Commission as providing an
adequate level of protection for Personal Data, as applicable.
12.

Miscellaneous

The Agreement and this DPA shall only apply between the parties and shall not confer any rights to any
other person or entity. This DPA will not modify the allocation of risks agreed upon by the parties in the
Agreement, including any limitations or exclusions of liability.

SIGNATURE PAGE FOLLOWS
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APPENDIX 2 TO THE STANDARD CONTRACTUAL CLAUSES
This Appendix forms part of the Clauses and must be completed and signed by the parties.
Description of the technical and organisational security measures implemented by the data
importer in accordance with Clauses 4(d) and S(c) (or document/legislation attached):
Data importer will maintain administrative, physical, and technical safeguards designed to protect the
security, confidentiality, and integrity of Personal Data uploaded through the Services subscribed to or
purchased by the data exporter, as described in the Security, Privacy and Architechture documentation
applicable to the Services, which may be reasonably made available by data importer. Data importer will
not materially decrease the overall security of the Services during the subscription term.

On behalf of the data exporter:
Name (written out in full):
Position:
Address:
Other information necessary in order for the contract to be binding (if any):
Signature ..................................... ........ .
(stamp of organisation)
On behalf of the data importer:
Name (written out in full): Jason W. Bliss
Position: Executive Vice President and General Counsel
Address: 7171 Southwest Park.way, Building 400, Austin, Texas 78735
Other information necessary in order for the contract to be binding (if any): None
Signature: ... .. ... ..
(stamp of organisation)
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