Solarwinds MOM Alert Forwarding Implementation notes

This document outlines the security settings needed on an out of Domain MOM server.
These security changes are necessary for the MOM server to receive Alerts from a
SolarWinds Orion server.

This document assumes the SolarWinds Orion server and the MOM server are not part of
a Windows Domain.

Security Permission on MOM

Make sure the MOM Connector Framework is installed on the MOM server. The
MCEF is an installation option during MOM installation. If you are not sure if the
MCF has been installed, you can look at the Internet Information Service on the
MOM server and verify a Microsoft Operations Manager 2005 Connector Framework
web site exists.
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Since the SolarWinds Orion server is running as a non-domain account, you must
enable Anonymous access to the MCF Web Site. Right Click on the Mom Connector
Framework website and select Properties. Under Properties, select the Directory
Security Tab.
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Select The Anonymous access check box.

NOTE: Since Anonymous access to the MCF Website has been enabled, it is
recommended IP access restrictions be added to the Website after the
SolarWinds Alert Connector is verified functional.

Click on the Edit Button and make a note of the Anonymous User Account. You will
need to add this account to the MOM Service Group later.
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Use the OK Button to save changes
Now Open the Computer Manager and expand the local group accounts.
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Select the Mom Service Account and add the Anonymous 11S User Account to the
MOM Service Group.
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Click the OK button to save changes.
Restart 11S so the security change is picked up.
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