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About SolarWinds

SolarWinds, Inc develops and markets an array of network management, monitoring, and
di scovery tools to meet the diverse requirement.
professionals. SolarWinds products continue to set benchmarks for quality and performance and
have positioned the company as the leader in network management and discovery technology.
The SolarWinds customer base includes over 45 percent of the Fortune 500 and customers from
over 90 countries. Our global business partner distributor network exceeds 100 distributors and
resellers.

Contacting SolarWinds

You can contact SolarWinds in a number of ways, including the following:

Team Contact Information

sales@solarwinds.com
www.solarwinds.com

Sales 1.866.530.8100
+353.21.5002900

Technical Support www.solarwinds.com/support/

User Forums www.thwack.com
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http://www.solarwinds.com/
http://www.solarwinds.com/support/
http://www.thwack.com/

Conventions

The documentation uses consistent conventions to help you identify items throughout the printed
and online library.

Convention Specifying

Bold Window items, including buttons and fields.
Italics Book and CD titles, variable names, new terms
Fixed font File and directory names, commands and code

examples, text typed by you

Straight brackets, as in

Optional command parameters
[value]

Curly braces, as in .
Y Required command parameters

{value}
Logical OR, as in Exclusive command parameters where only one of the
valuel|value2 options can be specified
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Introduction

The SolarWinds Orion family of products delivers easy-to-use, scalable solutions
to meet your network, systems, and storage monitoring and management needs.
Built around the Orion Web Console, the Orion family of products can give you a
comprehensive view of all aspects of your network from a single centralized
location, while also offering the user flexibility and remote access abilities that are
native to a web-based platform. SolarWinds users have also found that it does
not take a team of consultants and months of unpleasant surprises to get a full
Orion installation up and running because the overall Orion experience is far
more intuitive than conventional, unnecessarily complex enterprise-level network,
systems, and storage monitoring and management systems.

What is SolarWinds Orion?

The SolarWinds Orion family consists of the following network, systems, and
storage monitoring and management products:

Orion Network Performance Monitor

Orion Network Performance Monitor (Orion NPM) makes it easy to quickly
detect, diagnose, and resolve performance issues with your dynamic
network. It delivers realtime views and dashboards enabling you to visually
track network performance at a glance. Plus, with its new auto-updating
network topology maps and automated network discovery features, you can
keep up with your evolving network without breaking a sweat. And Orion
NPM is the easiest product of its kind to use and maintain, meaning you will
spend more time actually managing networks, and less time supporting your
network manager. For more detailed information about Orion NPM, see the
SolarWinds Orion Network Performance Monitor Administrator Guide.

Orion Network Configuration Manager

Monitoring a network is easy, but isolating problems is not. Fortunately, Orion
Network Configuration Manager (Orion NCM) notifies you in realtime when
device configurations change, helping you quickly determine which changes

could potentially cause network issues
guess who changed what and when as you troubleshoot that infamous user
complaint: “the Internet is dowmed You

with features such as nightly config backups, bulk config changes, user
tracking, and inventory and compliance reporting. For more information about
Orion NCM, see the SolarWinds Orion Network Configuration Manager
Administrator Guide.
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Orion Application Performance Monitor

Orion Application Performance Monitor (Orion APM) brings powerful
monitoring, alerting, and reporting capabilities to applications and servers.
Easily discover your applications and get the visibility you need into
application performance and the underlying operating systems and servers
they run on. For more detailed information about Orion APM, see the
SolarWinds Orion Application Performance Monitor Administrator Guide.

Orion NetFlow Traffic Analyzer

Orion NetFlow Traffic Analyzer (Orion NTA) enables you to quantify exactly
how your network is being used, by whom, and for what purpose. A new
advanced application mapping feature correlates the traffic arriving from
designated ports, source IPs, destination IPs, and even protocols, to
application names you can easily recognize. Orion NTA makes it easy to get
a comprehensive view of your network traffic, find the bottlenecks, and shut
down the bandwidth hogs. For more information about Orion NTA, see the
SolarWinds Orion NetFlow Traffic Analyzer Administrator Guide.

Orion IP Address Manager

Orion IP Address Manager (Orion IPAM) is a powerful, scalable IP address
management module that enables you and your team to quickly create,
schedule, and share IP space reports. With either Orion NPM or Orion APM,
Orion IPAM provides affordable IP address management that is unified with
performance monitoring data for a comprehensive view of network health.
For more detailed information about Orion IPAM, see the SolarWinds Orion
IP Address Manager Administrator Guide.

Orion IP SLA Manager

Orion IP SLA Manager delivers a powerful network monitoring solution for
identifying site-specific and WAN-related performance issues from the
perspective of each of your remote sites. With this Orion module, you can
use Cisco IP SLA technology with automatic IP SLA setup to quickly begin
monitoring your key WAN performance metrics, including Cisco VolP jitter
and MOS. For more information about Orion IP SLA Manager, see the
SolarWinds Orion IP SLA Manager Administrator Guide.

Orion Scalability Engines

Orion Scalability Engines allow you to scale the monitoring and management
capabilities of your primary Orion installation as your enterprise network
expands and your network management needs change. Distribute polling
across multiple servers with Additional Polling Engines, protect against
monitoring outages with the Orion Failover Engine, and enable more users to
access the Orion Web Console with Orion Additional Web Servers. For more
i nf or mat QriomScalabiléyeEngineso o n 2pla g e
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Orion Enterprise Operations Console

With Orion Enterprise Operations Console (Orion EOC), remotely monitoring
critical network infrstructure in multiple different physical locations is as easy
and affordable as managing a router in the next room. Orion EOC provides a
consolidated command center to monitor your entire enterprise network and
gives you unified visibility into remote Orion servers running either Orion
NPM or Orion APM and associated Orion modules. For more information
about Orion EOC, see the SolarWinds Orion Enterprise Operations Console
Administrator Guide.

Benefits of Orion Products

Consider the following benefits of Solarwinds Orion network, systems, and
storage monitoring and management products:

Out-of-the-box Productivity

Automatic discovery and wizard-driven configuration offer an immediate
return on your investment. Within minutes of installation, you can be
monitoring your critical network elements and applications.

Easy to Understand and Use

Orion is designed for daily use by staff that also have other responsibilities.
The Orion Web Console provides what you need where you expect to find it
and offers advanced capabilities with minimal configuration overhead.

Affordable Value

While Orion provides functionality that is comparable, if not superior, to most
other solutions, the cost and maintenance of your Orion installation is less
than the initial cost of most other network and systems monitoring solutions.

Scalability

By adding individual polling engines, you can scale your Orion installation to
any environment size. By sharing the same database, you can also share a
unified user interface, making the addition of polling engines transparent to
your staff.

thwack.com Online Community

thwack.com is a community site that SolarWinds developed to provide
SolarWinds users and the broader networking community with useful
information, tools and valuable resources related to SolarwWinds network
management solutions. Resources that allow you both to see recent posts
and to search all posts are available from the Orion Web Console, providing
direct access to the thwack.com community.
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Key Features of Orion Monitoring Products

Considering the previously listed benefits of Orion and the following features,
Orion is a simple choice to make for monitoring your network.

Customizable and Flexible Orion Web Console

You can easily customize the web console to meet your individual needs. If
you want to segregate use, you can custom design views of your data and
assign them to individual users. You can also create web console accounts
for departments, geographic areas, or any other user-defined criteria.

Automatic and Scheduled Device Discovery

Wizard-driven device discovery further simplifies the addition of devices to
Orion for monitoring. Answer a few general questions about your devices,
and the discovery application takes over, populating your Orion database
and immediately beginning network analysis. You can also create network
discovery schedules to independently and automatically run Network Sonar
Discovery jobs whenever you need them.

Open Integration

Enterprise-tested standards, including a Microsoft® SQL Server database
and industry-standard MIBs and protocols, are the backbone of the Orion
monitoring solution.

Network Atlas with ConnectNow

Network Atlas, the Orion network mapping application, gives you the ability to
create multi-layered, fully customizable, web-based maps of your network to
visually track the performance of any device in any location across your
network in real time. The ConnectNow feature automatically draws links
between directly-connected physical hodes discovered on your network.

Unpluggable Port Mode

Orion enables you to designate selected ports as unpluggable, so
unnecessary alerts are not triggered when users undock or shutdown
connected devices. This feature is particularly useful for distinguishing low
priority ports connected to laptops and PCs from more critically important
infrastructure ports.

Data Center Monitoring

Orion offers predefined reports and web console views and resources
specifically tailored to provide performance data about Cisco Unified
Computing Systems (UCS) and Fiber Channel devices manufactured by
Cisco MDS, Brocade, and McData.
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VMware Infrastructure Monitoring

Orion NPM enables you to monitor your VMware servers, datacenters, and
clusters, including VMware ESX and ESXi, Virtual Center, and any virtual
machines (VMs) hosted by ESX servers on your network. Available
resources include lists of VMs on selected ESXi and ESX servers,
performance details for ESXi and ESX servers and hosted VMs, and relevant
charts and reports.

Groups and Dependencies

Groups give you the ability to logically organize monitored objects,

regardless of device type or location, and dependencies allow you to more

faithfully represent what can actually be known about your network,

el iminatpogi fifawédeal ert triggers and p
into the status of monitored network objects.

Incident Alerting

You can configure custom alerts to respond to hundreds of possible network
scenarios, including multiple condition checks. Orion alerts help you
recognize issues before your network users experience productivity hits.
Alert delivery methods and responses include email, paging, SNMP traps,
text-to-speech, Syslog messaging, and external application execution.

Integrated Syslog Servers

Save time when investigating network issues by using Syslog messages to
access network information from a single Orion server instead of polling
multiple machines independently. Use Orion to easily set up alerts and then
receive, process, forward, and send Syslog messages.

Detailed Historical Reports

Easily configure reports of data from the Orion database over custom time
periods. Data is presented in an easily reviewed format in the web console or
in the Orion Report Writer application. With over 40 built-in reports available,
you can project future trends and capacity needs, and immediately access
availability, performance, and utilization statistics. You can also download
new reports for import into Report Writer from www.thwack.com.

Product Update Notifications

Receive regular, automatic notification of updates to your installed Orion
monitoring and management applications in the Orion Web Console as soon
as they are available from SolarWinds. Product updates can include upgrade
opportunities, service packs, and hotfixes.
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Orion Product Team Blog

Stay in touch with the people who bring you the products in the Orion family
by following the Orion Product Team Blog on thwack, the SolarWinds online
user community. Read posts from Orion product managers and developers

to learn how to extend and optimize your Orion installation to best meet the

needs of your network.

Extensible Orion Modules

The Orion product family provides solutions for all your network monitoring
and management needs. With either Application Performance Monitor or
Network Performance Monitor as a base, Orion products, including NetFlow
Traffic Analyzer, IP SLA Manager (formerly VolP Monitor), IP Address
Manager, and the Network Configuration Manager integration, give you the
ability to monitor network applications, analyze network traffic, monitor VolP
and WAN traffic using Cisco IP SLA, manage IP address and subnet
allocations, and manage network device configurations, respectively, from a
single location: your Orion Web Console.

Networking Concepts and Terminology

The following sections define the networking concepts and terminology that are
used within Orion.

1 Internet Control Message Protocol (ICMP)

1 Simple Network Management Protocol (SNMP)
1 SNMP Credentials
l

Management Information Base (MIB)

Internet Control Message Protocol (ICMP)

Orion uses thelCMP to poll for status using ping and echo requests of managed
devices. When Orion polls a managed device using ICMP, if the device is
operationally up, it returns a response time and record of any dropped packets.
This information is used by Orion to monitor status and measure average
response time and packet loss percentage for managed devices.

Note: Orion only uses ICMP to poll devices for status, average response time,
and packet loss percentage. Other information displayed in the Orion Web
Console is obtained using SNMP requests.

Simple Network Management Protocol (SNMP)

For most network monitoring and management tasks, Orion products use SNMP.
SNMP-enabled network devices, including routers, switches, and PCs, host
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SNMP agents that maintain a virtual database of system status and performance
information that is tied to specific Object Identifiers (OIDs). This virtual database
is referred to as a Management Information Base (MIB), and Orion uses MIB
OIDs as references to retrieve specific data about a selected, SNMP-enabled,
managed device. Access to MIB data may be secured either with SNMP
Community Strings, as provided with SNMPv1 and SNMPv2c, or with optional
SNMP credentials, as provided with SNMPV3. For more information about MIBs,
s e eManmagement Information Base (MIB)0 o n 8pFRomgn®re information
about SNMP cr eSNbRCredantiads) ©c @ e/p g e

Notes:

1 To properly monitor devices on your network, you must enable SNMP on all
devices that are capable of SNMP communications. The steps to enable
SNMP differ by device, so you may need to consult the documentation
provided by your device vendor.

1 If SNMPv2c is enabled on a device you want Orion to monitor, by default,
Orion will attempt to use SNMPv2c to poll the device for performance
information. If you only want Orion to poll using SNMPv1, you must disable
SNMPv2c on the device to be polled.

SNMP Credentials

SNMP credentials secure access to SNMP-enabled managed devices. SNMPv1
and SNMPv2c credentials serve as a type of password that is authenticated by
confirming a match between a cleartext SNMP Community String provided by an
SNMP request and the SNMP Community String stored as a MIB object on an
SNMP-enabled, managed device. SNMPv3 provides a more secure interaction
by employing the following fields:

1 The User Name is a required cleartext string that indentifies the agent or poll
request that is attempting to access an SNMP-enabled device. User Name
functions similarly to the SNMP Community String of SNMP v1 and v2c.

1 The Context is an optional identifying field that can provide an additional
layer of organization and security to the information available in the MIB of an
SNMP-enabled device. Typically, the context is an empty string unless it is
specifically configured on an SNMP-enabled device.

1 SNMPv3 provides two optional Authentication Methods: Message Digest 5
(MD5) and Secure Hash Algorithm 1 (SHA1). Both methods, MD5 and SHA1,
include the Authentication Key with the SNMPVv3 packet and then generate
a digest of an entire SNMPv3 packet that is then sent. MD5 digests are 20
bytes long, and SHA1 digests are 16 bytes long. When the packet is
received, the User Name is used to recreate a packet digest using the
appropriate method. Both digests are then compared to authenticate.
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1 SNMPv3 also provides two optional Privacy/Encryption Methods: Data
Encryption Standard (DES56) and Advanced Encryption Standard (AES128)
using a 128 bit key. DES56 uses a 56 bit key with a 56 bit salt, and AES128
uses a 128 bit key with a 128 bit salt to encrypt the full SNMP v3 packet.

Management Information Base (MIB)

A Management Information Base (MIB) is the formal description of a set of
objects that can be managed using SNMP. MIB-I refers to the initial MIB
definition, and MIB-II refers to the current definition. Each MIB object stores a
value such as sysUpTime , bandwidth utilization , Or sysContact that can be
polled to provide current performance data for any selected device. For example,
when polling your network for performance data, Orion Network Performance
Monitor sends an SNMP GETrequest to each network device to poll the specified
MIB objects. Received responses are then recorded in the Orion database for
use in Orion products, including within Orion Web Console resources.

Most network devices can support several different types of MIBs. While most
devices support the standard MIB-II MIBs, they may also support any of a
number of additional MIBs that you may want to monitor. Using a fully
customizable Orion Universal Device Poller, you can gather information from
virtually any MIB on any network device to which you have access.

How Orion Works

Using ICMP and SNMP polling, trap receiving, and Syslog communication and
data collection, installed Orion products can continuously monitor the health and
performance of all aspects your network. This monitoring is accomplished without
interfering with the critical functions of your network devices. Unlike many other
network monitoring products, Orion helps you maintain the overall performance
of your network in the following ways:

9 Orion products do not install outside agents on your mission-critical servers

9  Orion products do not employ services that take vital resources from critical
applications

1 Orion products do not install any code on monitored network devices as
unmanaged or outdated code can open security holes in your network.

After installing Orion, you can automate the initial discovery of your network, and
then simply add new devices for monitoring as you add them to your network.

Orion stores all gathered information in a SQL database and provides the highly
customizable web console in which to view current and historical network status.
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Preparing a SolarWinds Orion Installation

Orion products use a simple wizard to direct the installation process. For an
enterprise-class product, installation requirements are nominal.

Note: Downgrades of Orion products are not supported. If you are upgrading or
installing multiple Orion products, confirm that you are installing them in the order
given in the Upgrade Instructions located in your SolarWinds Customer Portal.
Orion Requirements

Your Orion product and your Orion database should use separate servers.
Multiple Orion server installations using the same database are not supported.
The following sections provide specific requirements:

9 Orion Server Hardware Requirements
9 Orion Server Software Requirements

1 Requirements for Virtual Machines and Servers

1 Requirements for the Orion Database Server (SQL Server)
1 Additional Required Components

Orion Server Hardware Requirements

The following table lists minimum hardware requirements and recommendations
for your Orion server.

Note: Hardware requirements are listed by Orion NPM license level.

Hardware SL100, SL250, or SL500 SL2000 SLX
2.0 GHz 2.4 GHz 3.0 GHz
CPU Speed Note: Dual processor, dual core is recommended. Physical Address
Extension (PAE) should not be enabled.
25GB 5GB 20GB

Note: A RAID 1 drive for server operating system, Orion installation, and

) tempdb files is recommended. Orion requires at least 1.5GB for job engine,
Hard Drive information service, collector service, MIB database and other required files.
Space The Orion installer needs 1GB on the drive where temporary Windows system
or user variables are stored. Per Windows standards, some common files may
need to be installed on the same drive as your server operating system. For
mor e i nf or Markimgaevith,Tenpaay Ditectoriesd o n 2pda g e

Memory 3GB 4GB 4GB
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Orion Server Software Requirements

The following table lists minimum software requirements and recommendations.

Software Requirements
Windows Server 2003 SP2 or 2008, including R2, with 1IS in 32-bit mode.
11S and MSMQ must be installed. SolarWinds recommends that Orion
administrators have local administrator privileges to ensure full functionality
of local Orion tools. Accounts limited to use of the Orion Web Console do not
. require administrator privileges.
Operating Notes:
System 1 SolarWinds does not support production installations of Orion products on
Windows XP, Windows Vista, or Windows 7 systems.
1 Orion APM installations on Windows Server 2008 require R2. For more
information,seefi Addi t i onal AP l the 8aadNindseOmi n
Application Performance Monitor Administrator Guide.
161, 162, 443 (SNMP). VMware ESX/ESXi Servers are polled on 443.
Application 17777 (TCP) open for Orion module traffic
Ports 17778 (HTTPS) open to access the SolarWinds Information Service API
17779 (HTTP and HTTPS) for the SolarWinds Toolset Integration
Microsoft IIS, version 6.0 and higher, in 32-bit mode.
DNS specifications require that hostnames be composed of alphanumeric
characters (A- Z, 0- 9), the minus sign (- ), and periods (. ). Underscore
Web Server characters (_) are not allowed. For more information, see RFC 952.
Note: SolarWinds neither recommends nor supports the installation of any
Orion product on the same server or using the same database server as a
Research in Motion (RIM) Blackberry server.
NET Version 3.5. .NET Framework 3.5 SP1 is recommended.
Framework
gNM_P Trap Windows operating system management and monitoring tools component
ervices
Web Console Microsoft Internet Explorer version 6 or higher with Active scripting
Browser Firefox 3.0 or higher (Toolset Integration is not supported on Firefox)

Requirements for Virtual Machines and Servers

Orion installations on VMware Virtual Machines and Microsoft Virtual Servers are
fully supported if the following minimum configuration requirements are met for
each virtual machine.

Note: SolarWinds strongly recommends that you maintain your SQL Server
database on a separate physical server.

Orion Requirements by License Level

Hard Drive Space

VM Configuration
SL100, SL250, or SL500 SL2000 SLX
CPU Speed 2.0 GHz 2.4 GHz 3.0 GHz
2GB 5GB 20GB
Allocated

Note: Due to intense I/O requirements, SQL Server should be
hosted on a separate physical server configured as RAID 1+0. RAID
5 is not recommended for the SQL Server hard drive.
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VM Configuration

Orion Requirements by License Level

Memory

3GB 4GB 4GB

Network Interface

Each virtual machine on which Orion is installed should have its
own, dedicated network interface card.

Note: Since Orion uses SNMP to monitor your network, if you are
unable to dedicate a network interface card to your Orion server,
you may experience gaps in monitoring data due to the low priority
generally assigned to SNMP traffic.

Requirements for the Orion Database Server (SQL Server)

The following table lists software and hardware requirements for your Orion
database server. Orion NPM license levels are provided as a reference.

Requirements

SL100, SL250, or SL500 | SL2000 | SLX

SQL Server

SQL Server 2005 SP1 Express, Standard, or Enterprise
SQL Server 2008, including R2, Express, Standard, or Enterprise
Notes:
1 SQL Server Compact 3.5 SP1 is only supported for Orion evaluations.
1 Due to latency effects, SolarWinds does not recommend installing your
SQL Server and your Orion server or additional polling engine in
different locations across a WAN. For more information, see
SolarWinds Knowledge Base article, fiCan | install my Orion server or
Additional Polling Engine and my Orion database (SQL Server) in
different locations across a WAN?0
1 Either mixed-mode or SQL authentication must be supported.
1 If you are managing your Orion database, SolarWinds recommends you
install the SQL Server Management Studio component.
1 If your Orion product installs SQL Server System CLR Types, a manual
restart of the SQL Server service for your Orion database is required.
1 Use the following database select statement to check your SQL Server
version, service pack or release level, and edition:
select SERVERPROPERTY (‘productversion’),
SERVERPROPERTY ('productlevel’), SERVERPROPERTY
(‘edition’ )

CPU Speed

2.0 GHz 2.4 GHz 3.0 GHz

2GB 5GB 20 GB

Hard Drive
Space

Note: Due to intense I/O requirements, a RAID 1+0 drive is strongly
recommended the SQL Server database and Orion data and log files.
RAID 5 is not recommended for the SQL Server hard drive. The Orion
installer needs at least 1GB on the drive where temporary Windows
system or user variables are stored. Per Windows standards, some
common files may need to be installed on drive as your server operating
system. For mor eWarking vath Temporarg Directosesce
on page 294.

2 GB | 3GB 4GB

Memory

Note: SolarWinds recommends additional RAM, up to 8 GB, for Orion
APM installations including more than 1000 monitors.

NET
Framework

Version 3.5. .NET Framework 3.5 SP1 is recommended.
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Additional Required Components
The Orion Installation Wizard installs the following required x86 components if
they are not found on your Orion database server:

1 SQL Server System Common Language Runtime (CLR) Types. Orion
products use secure SQL CLR stored procedures for selected, non-business
data operations to improve overall performance.

Microsoft SQL Server Native Client

1 Microsoft SQL Server Management Objects

Orion Licensing

Products in the Orion family are licensed additively, in terms of monitored
network objects. So, for example, if you have purchased both Orion NPM with an
SL100 license and Orion APM with an AL50 license you will be able to monitor
performance of both interfaces and applications on a total of 150 unique nodes.
For more information, see the Administrator Guide of your specific Orion product.

Maintaining Licenses with License Manager

SolarWinds License Manager is an easily installed, free utility that gives you the
ability to migrate Orion licenses from one computer to another without contacting
SolarWinds Customer Service. The following sections provide procedures for
installing and using License Manager.

Installing License Manager

Install License Manager on the computer from which you are migrating currently
licensed products.

Note: You must install License Manager on a computer with the correct time. If
the time on the computer is even slightly off, in either direction, from Greenwich
Mean Time (GMT), you cannot reset licenses without contacting SolarWinds
Customer Service. Time zone settings neither affect nor cause this issue.

To install License Manager:

1. Click Start > All Programs > SolarWinds > SolarWinds License Manager
Setup.

2. Click | Accept to accept the SolarWinds EULA.

3. If you are prompted to install the SolarWinds License Manager
application, click Install.
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Using License Manager

You must run License Manager on the computer where the currently licensed
SolarWinds product is installed before you can migrate licenses to a new
installation. The following procedure deactivates currently installed licenses that
can then be transferred to a new installation.

To deactivate currently installed licenses:

1. Click Start > All Programs > SolarWinds > SolarWinds License Manager.

2. Check the products you want to deactivate on this computer, and then click
Deactivate.

3. Specify your SolarWinds Customer ID and password when prompted, and
then click Deactivate.

Note: Deactivated licenses are now available to activate on a new computer.

When you have successfully deactivated your products, log on to the computer
on which you want to install your products, and then begin installation. When
asked to specify your licenses, provide the appropriate information. The license
you deactivated earlier is then assigned to the new installation.

Enabling Secure Channels with SSL

Orion supports the use of Secure Sockets Layer certificates to enable secure
communications with the Orion Web Console. The following sections provide
procedures for enabling SSL connections to the Orion Web Console:

1 Enabling SSL Connections on Windows Server 2003
1 Enabling SSL Connections on Windows Server 2008

Enabling SSL Connections on Windows Server 2003

The following procedure enables SSL connections to an Orion Web Console
installed on Windows Server 2003.

Notes:

1 Secure SSL communications are conducted over port 443.

1 The following procedure does not describe the processes either of obtaining
a required certificate or of generating a certificate signing request for a third-
party certificate authority. Your Orion server must already have the required
SSL certificate installed. For more information, see the article from which the
following procedure was adapted at http://support.microsoft.com/kb/298805.
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To enable SSL connections to the web console on Windows Server 2003:

8.
9.

10.
11.
12.
13.

Log on to your Orion server using an account with administrative privileges.

Click Start > Control Panel > Administrative Tools > Computer
Management.

Expand Services and Applications > Internet Information Services (lIS)
Manager > Web Sites.

Click Solarwinds NetPerfMon, and then click Action > Properties.

Open the Web Site tab, confirm that SSL port is set to 443, and then click
Apply.
Click Advanced.

If the Multiple SSL identities for this Web site field does not list the IP
address for the Orion Web Console with SSL port 443, complete the
following steps.

a. Click Add, and then select the IP address of the Orion Web Console.

Note: As it was set initially in the Configuration Wizard, this option is
usually set to (All Unassigned). If the IP address of the Orion Web
Console was not initially set to (All Unassigned), select the actual,
configured IP address of the Orion Web Console.

b. Type 443 as the TCP port, and then click OK.

Click the Directory Security tab.

Click Edit in the Secure communications section.

Check Require secure channel (SSL).

Select Accept client certificates in the Client certificates area.
Click OK on the Secure Communications window.

Click Apply, and then click OK to exit.

Enabling SSL Connections on Windows Server 2008

The following procedure enables SSL connections to an Orion Web Console
installed on Windows Server 2008.

Note: Secure SSL communications are conducted over port 443.

To enable SSL connections to the web console on Windows Server 2008:

1.
2.

Log on to your Orion server using an account with administrative privileges.

Click Start > Administrative Tools > Internet Information Services (IIS)
Manager.
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5
6
7.
8
9

In the Connections pane, expand the name of your Orion server, and then
expand Sites.

Click SolarwWinds NetPerfMon, and then click Bindings in the Actions pane
on the right.

Click Add in the Site Bindings window.

In the Type: field, select https, and then confirm that Port is set to 443.
In the SSL Certificate field, select a certificate, and then click OK.

Click Close on the Site Bindings window.

In the IIS group, click SSL Settings.

10. Check Require SSL, and then click Apply in the Actions group on the right.

11. In the Connections pane, click SolarwWinds NetPerfMon.

12. Click Restart in the Manage Web Site group on the right.

Configuring the Orion Web Console for SSL

The following procedure enables Secure Sockets Layer (SSL) security (https) for
the Orion Web Console.

To enable SSL for the Orion Web Console:

1.
2.

Log on to your Orion server using an account with administrative rights.

Click Start > All Programs > SolarWinds Orion > Advanced Features >
Orion Service Manager.

Click Shutdown Everything.
Note: It may take a few minutes to stop all services.

Click Start > All Programs > SolarWinds Orion > Advanced Features >
Database Manager.

If your Orion database is not listed in the left pane, complete the
following steps:

a. Click Add SQL Server.

b. Using the format Server /Instance , select or provide the SQL Server
instance you are using as your Orion database.

c. Select the appropriate login method, providing credentials as required,
and then click Connect to Database Server.

Expand your Orion database in the left pane.
Right-click the Websites table, and then click Query Table.
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8. Replace the default query with the following query:
UPDATE dbo.Websites
SET SSLEnabled= 1
WHERE WebsitelD=1

9. Click Refresh.

10. Click Start > All Programs > SolarWinds Orion > Advanced Features >
Orion Service Manager.

11. Click Start Everything.
Note: It may take a few minutes to restart all services.

12. If you want to use a designated SSL port, such as the default https port
443, for the web console, complete the following procedure to change the
web console port:

a. Click Start > All Programs > SolarWinds Orion > Configuration and
Auto-Discovery > Configuration Wizard.

b. Check Website, and then click Next on the Welcome window.

c. Enter the designated SSL port number in the Port field, and then click
Next.

Note: Port 443 is typically reserved for SSL traffic.
d. Review the configuration summary, and then click Next.

e. Click Finish when the Configuration Wizard completes.

Antivirus Directory Exclusions

To ensure that all Orion products have access to all required files, the following
directories, listed by operating system, should be excluded from antivirus
protection:

Notes:
1 Do not exclude executable files.

M1 C:\ is the default install volume.

Windows Server 2003 and Windows XP:
1 C:\Documents and Settings\All Users\Application Data\SolarwWinds\

Windows Server 2007, Windows Vista, and Windows 2008
1 C:\ProgramData\SolarwWinds\
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Discovering and Adding Network Devices

There are two waysd Web Node Management and network discovery using the

Network Sonar Wizardd to add nodes to the Orion database, The method

recommended largely depends on the number of devices added. To discover and

add a larger number of devices across your enterprise, the Network Sonar and

Network Sonar Results Wizards are available. This chapter provides instructions

for quickly populating your Orion database with the network objects you want to

monitor and manage with Orion. The Orion Web Console also provides an easy-

to-use Web Node Management wizard suited to discovering and adding

individual network objects. For mor e i nMaoagingdDevicesinthe s e e
Web Consoled0 on 7p.age

Network Discovery Using the Network Sonar Wizard

Orion products employ the easy-to-use Network Sonar Wizard to direct you in the
discovery of devices on your network. Before using the Network Sonar Wizard,
consider the following points about network discovery in Orion:

1 The Network Sonar Wizard recognizes network devices that are already in
your Orion database and prevents you from importing duplicate devices.

1 CPU and Memory Utilization charts are automatically enabled for your
Windows, Cisco Systems, VMware, and Foundry Networks devices.

I The community strings you provide in the Network Sonar Wizard are only
used for SNMP GETrequests, so read-only strings are sufficient.

The following procedure steps you through the discovery of devices on your
network using the Network Sonar Wizard.

To discover devices on your network:

1. If the Network Sonar Wizard is not already open, click Start > All
Programs > SolarWinds Orion > Configuration and Auto-Discovery >
Network Discovery.

2. If you want to create a new discovery, click Add New Discovery, click
Add New Discovery.

3. If you have already defined a network discovery, a number of options are
available on the Network Sonar Discovery tab. Select one of the following:

1 If you want to edit an existing discovery before using it, select the
discovery you want to edit, and then click Edit.
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1 If you want to use an existing discovery to rediscover your network,
select the discovery you want to use, click Discover Now, and then
complete the Network Sonar Results Wizard after dicovery completes.
For more information about Usiegttheor k d
Network Sonar Results Wizardd o n 2B.age

1 If you want to import some or all devices found in a defined
discovery that you may not have already imported for monitoring,
select a currently defined discovery, and then click Import All Results.
For more informationabout net wor k di sc &Wsingthg r esu
Network Sonar Results Wizardd o n 2g.ag e

1 If you want to import any newly enabled devices matching a defined
discovery profile, select a currently defined discovery, and then click
Import New Results. For more information about network discovery
r es ul t Using tiseNetwoik Sonar Results Wizardd o n 2g.age

1 If you want to delete an existing discovery profile, select a currently
defined discovery and then click Delete.

4. If the devices on your network do not require community strings other
than the default strings public and private provided by Orion, click
Next on the SNMP Credentials view.

5. If any of your network devices require community strings other than
public and private or if you want to use an SNMPv3 credential,
complete the following steps to add the required SNMP credential.

Note: Repeat the following procedure for each new community string. To
speed up discovery, highlight the most commonly used community strings on
your network, and then use the arrows to move them to the top of the list.

a. Click Add New Credential, and then select the SNMP Version of your
new credential.

b. If you are adding an SNMPv1 or SNMPv2c credential, provide the
new SNMP Community String.

c. If you are adding an SNMPv3 credential, provide the following
information for the new credential:

1 User Name, Context, and Authentication Method

1 Authentication Password/Key, Privacy/Encryption Method and
Password/Key, if required.

d. Click Add.
6. Click Next on the SNMP Credentials view.

18 O Discovering and Adding Network Devices



7.

10.

If you want to discover any VMware VCenter or ESX Servers on your
network, confirm that Poll for VMware is checked, and then complete the
following steps to add or edit required VMware credentials.

Note: Repeat the following procedure for each new credential. To speed up
discovery, use the arrows to move the most commonly used credentials on
your network to the top of the list.

a. Click Add vCenter or ESX Credential.

b. If you are using an existing VMware credential, select the appropriate
credential from the Choose Credential dropdown menu.

c. If you are adding a new VMware credential, select <New Credential>
in the Choose Credential dropdown menu, and then provide a new
credential name in the Credential Name field.

Note: SolarWinds recommends against using non-alphanumeric
characters in VMware credential names.

d. Add or edit the credential User Name and Password, as necessary.
e. Confirm the password, and then click Add.
Click Next on the Local vCenter or ESX Credentials for VMware view.

If you want to discover devices located on your network within a
specific range of IP addresses, complete the following procedure.

Note: Only one selection method may be used per defined discovery.

a. Click IP Ranges in the Selection Method menu, and then, for each IP
range, provide both a Start address and an End address.

Note: Scheduled discovery profiles should not use IP address ranges
that include nodes with dynamically assigned IP addresses (DHCP).

b. If you want to add another range, click Add More, and then repeat the
previous step.

Note: If you have multiple ranges, click X to delete an incorrect range.
c. If you have added all the IP ranges you want to poll, click Next.

If you want to discover devices connected to a specific router or on a
specific subnet of your network, complete the following procedure:

Note: Only one selection method may be used per defined discovery.
a. Click Subnets in the Selection Method menu.

b. If you want to discover on a specific subnet, click Add a New
Subnet, provide both a Subnet Address and a Subnet Mask for the
desired subnet, and then click Add.

Note: Repeat this step for each additional subnet you want to poll.
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C.

If you want to discover devices using a seed router, click Add a
Seed Router, provide the IP address of the Router, and then click Add.

Notes:
1 Repeat this step for each additional seed router you want to use.

1 Network Sonar reads the routing table of the designated router and
offers to discover nodes on the Class A network (255.0.0.0 mask)
containing the seed router and, if you are discovering devices for an
Orion NPM installation, the Class C networks (255.255.255.0 mask)
containing all interfaces on the seed router, using the SNMP version
chosen previously on the SNMP Credentials page.

1 Networks connected through the seed router are NOT automatically
selected for discovery.

Confirm that all networks on which you want to conduct your network
discovery are checked, and then click Next.

11. If you already know the IP addresses or hostnames of the devices you
want to discover and include in the Orion database, complete the
following procedure:

a.
b.

Click Specific Nodes in the Selection Method menu.

Type the IPv4 addresses or hostnames of the devices you want to
discover for monitoring into the provided field.

Note: Type only one IPv4 address or hostname per line.

Click Validate to confirm that the provided IPv4 addresses and
hostnames are assigned to SNMP-enabled devices.

If you have provided all the IPv4 addresses and hostnames you
want to discover, click Next.

12. Configure the options on the Discovery Settings view, as detailed in the
following steps.

a.

Provide a Name and Description to distinguish the current discovery
profile from other profiles you may use to discover other network areas.

Note: This Description displays next to the Name in the list of available
network discovery configurations on the Network Sonar view.

Position the slider or type a value, in ms, to set the SNMP Timeout.

Note: If you are encountering numerous SNMP timeouts during Network
Discovery, increase the value for this setting. The SNMP Timeout should
be at least a little more than double the time it takes a packet to travel
the longest route between devices on your network.
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13.

14.

15.
16.

c. Position the slider or type a value, in ms, to set the Search Timeout.

Note: The Search Timeout is the amount of time Network Sonar
Discovery waits to determine if a given IP address has a network device
assigned to it.

d. Position the slider or type a value to set the number of SNMP Retries.

Note: This value is the number of times Network Sonar Discovery will
retry a failed SNMP request, defined as any SNMP request that does not
receive a response within the SNMP Timeout defined above.

e. Position the slider or type a value to set the Hop Count.

Note: If the Hop Count is greater than zero, Network Sonar Discovery
searches for devices connected to any discovered device. Each
connection to a discovered device counts as a hop.

f. Position the slider or type a value to set the Discovery Timeout.

Note: The Discovery Timeout is the amount of time, in minutes, Network
Sonar Discovery is allowed to complete a network discovery. If a
discovery takes longer than the Discovery Timeout, the discovery is
terminated.

If you only want to discover devices that respond to SNMP, check Use
SNMP only.

Note: By default, Network Sonar uses ICMP ping requests to locate devices.
Most information about monitored network objects is obtained using SNMP
queries.

If multiple Orion polling engines are available in your environment,
select the Polling Engine you want to use for this discovery.

Click Next.

If you want the discovery you are currently defining to run on aregular
schedule, select either Custom or Daily as the discovery Frequency, as
shown in the following steps:

Notes:

9 Scheduled discovery profiles should not use IP address ranges that
include nodes with dynamically assigned IP addresses (DHCP).

91 Default Discovery Scheduling settings execute a single discovery of your
network that starts immediately, once you click Discover.

1 Results of scheduled discoveries are maintained on the Scheduled
Discovery Results tab of Network Discovery. For more information about
managing schedul ed dWaagiogSeheduled esul t s
Discovery ResultsO o n 2p.age
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a. If you want to define a custom discovery schedule to perform the
currently defined discovery repeatedly in the future, select Custom
and then provide the period of time, in hours, between discoveries.

b. If you want your scheduled discovery to run once daily, select Daily,
and then provide the time at which you want your discovery to run every
day, using the format HH:MM AM/PM

17. If you do not want to run your network discovery at this time, select No,
dondt r,anmdthanchek Save or Schedule, depending on whether you
have configured the discovery to run once or on a schedule, respectively.

18. If you want your Network Sonar discovery to run now, click Discover to
start your network discovery.

Note: Because some devices may serve as both routers and switches, the
total number of Nodes Discovered may be less than the sum of reported
Routers Discovered plus reported Switches Discovered.

Using the Network Sonar Results Wizard

The Network Sonar Results Wizard directs you through the selection of network
devices for monitoring, and it opens whenever discovery results are requested,
either when the Network Sonar Wizard completes or when either Import All
Results or Import New Results is clicked for a selected discovery. For more

i nf or mat Network Dissovezy USing the Network Sonar Wizardd o n
page 17.

The following steps detail the selection of discovered objects for monitoring in
Orion.

To select the results of a network discovery for monitoring in Orion:

1. On the Device Types to Import page, check the device types you want Orion
to monitor, and then click Next.

Note: If you are not sure you want to monitor a specific device type, check
the device type in question. If, later, you do not want to monitor a selected
device, simply delete the device using Web Node Management. For more
i nf or ma t Mamaging Dewces infthe Web Consoled o n 7p.age

2. If you are discovering devices for an Orion NPM installation, check the
interface types you want Orion to monitor on the Interface Types to Import
page, and then click Next.

Note: If you are not sure you want to monitor a specific interface type, check
the interface type in question. If, later, you do not want to monitor a selected
interface, delete it using Web Node Management. For more information, see
fManaging Devices in the Web Consoled o n 7p.age
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3. Onthe Volume Types to Import page, check the volume types you want
Orion to monitor, and then click Next.

Note: If you are not sure you want to monitor a specific volume type, check

the volume type in question. If, later, you do not want to monitor any volume

of the selected type, delete the volume using Web Node Management. For

mor e i nf or rvartaging Bevices ia the \iileb Consoled o n 7p.age

4. If you want to import nodes, even when they are already known to be
polled by another polling engine, check the option in the Allow Duplicate
Nodes section. For more information about working with multiple polling
e ngi ne Managing Oriofi Polling Enginesd o n 1p7ag e

5. If you are discovering devices for an Orion NPM installation, check valid
states for imported interfaces on the NPM Import Settings page, and then
click Next.

Note: By default, Orion NPM imports interfaces that are discovered in an
Operationally Up state. However, because interfaces may cycle off and on
intermittently, the Import Settings page allows you to select interfaces found
in Operationally Down or Shutdown states for import, as well.

6. If there are any devices on the Import Preview that you do not ever want
to import, check the device to ignore, and then click Ignore. Selected nodes
are added to the Discovery | gnUsingtheLi st
Discovery Ignore Listd  page 26.

7. Confirm that the network objects you want to monitor are checked on the
Import Preview page, and then click Import.

8. If you are discovering devices for an Orion NPM installation, after the
import completes, click Finish.

Note: Imported devices display in the All Nodes resource.

Importing a List of Nodes Using a Seed File

In versions of Orion products following the release of Orion NPM version 10.0,
the Specific Nodes option in the Network Discovery Wizard may be used to
import devices from a seed file. The following procedure details how the Specific
Nodes option is used with a seed file to import devices into the Orion database.

Note: A Seed File discovery option is available in Orion NPM prior to version 10.
To import devices from a seed file:

1. Open your seed file.

2. If the Network Sonar Wizard is not already open, click Start > All
Programs > SolarWinds Orion > Configuration and Auto-Discovery >
Network Discovery.
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If you want to create a new discovery, click Add New Discovery.

4. If you have already defined a network discovery, a number of options are
available on the Network Sonar Discovery tab. Select one of the following:

1 If you want to edit an existing discovery before using it, select the
discovery you want to edit, and then click Edit.

1 If you want to use an existing discovery to rediscover your network,
select the discovery you want to use, click Discover Now, and then
complete the Network Sonar Results Wizard after dicovery completes.
For more information about Usiegttheor k d
Network Sonar Results Wizardd o n 2g.ag e

1 If you want to import some or all devices found in a defined
discovery that you may not have already imported for monitoring,
select a currently defined discovery, and then click Import All Results.
For more information about Usiegttheor k d
Network Sonar Results Wizardd o n 2B.ag e

1 If you want to import any newly enabled devices matching a defined
discovery profile, select a currently defined discovery, and then click
Import New Results. For more information about network discovery
r es ul t Using tlseedNetwoik Sonar Results Wizardd o n 2g8.age

1 If you want to delete an existing discovery profile, select a currently
defined discovery and then click Delete.

5. If the devices on your network do not require community strings other
than the default strings public and private provided by Orion, click
Next on the SNMP Credentials view.

6. If you need to supply new SNMP credentials to discover the devices in
your seed file, click Add New Credential, provide the required information,
andthenclick Add. For mor e i nMetworkistovesyrUsingshe e i
Network Sonar Wizardd o n 1.ag e

7. Click Next on the SNMP Credentials view.

8. If you intend to import known VMware vCenter or ESX servers and you
need to supply new VMware credentials to discover these servers in
your seed file, complete the following steps on the Local vCenter or ESX
Credentials for VMware view:

a. Check Poll for VMware, and then click Add vCenter or ESX
Credential.

b. Provide the required information, and then click Add.

Note: Formorei nf or ma t Network Dissavery UBing the Network
SonarWizardo on 1F.age
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9. Click Next, and then click Specific Nodes in the Selection Method menu.

10. Copy and then paste the IP addresses or hostnames of the devices you want
to discover from your seed file into the provided field.

Note: Confirm that there are no more than one IPv4 address or hostname
per line.

11. Click Validate to confirm that the provided IP addresses and hostnames are
assigned to SNMP-enabled devices.

12. If you have provided all the IP addresses and hostnames you want to
discover, click Next.

13. Complete the Network Discovery and Network Discovery Results Wizards.
For more i nf dletwok Discovery Usemgetlee N&twork Sonar
Wizardo page 17.

Managing Scheduled Discovery Results

The Scheduled Discovery Results tab of Network Discovery provides a list of all
recently discovered, changed, or imported devices on your monitored network.
Results are compared between discoveries, and results are listed on this tab.
The following procedure provides guidelines for managing discovery results.

To manage scheduled discovery results:

1. Click Start > All Programs > SolarWinds Orion > Configuration and
Auto-Discovery > Network Discovery.

2. Click Scheduled Discovery Results.

3. Select the type of devices you want to view from the Status menu in the left
pane. The following options are available:

1 Select Found to view all devices discovered by a scheduled discovery.

1 Select Changed to view all devices that have changed between recent
scheduled discoveries. Changes include the addition of interfaces and
device configuration changes.

1 Select Imported to view all devices you have recently importedy o u 6 r e
your Orion database. For more information about importing devices, see
flsing the Network Sonar Results Wizardd o n 22.ag e

1 Select Ignored to view all devices you have added to your Discovery
Ignore List. For more information about the Discovery Ignore List, see
flJsing the Discovery Ignore Listd o n 26.age
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1 Select Found and Changed to view a combined list of all devices found
or changed as described above.

1 Select All except Ignored to view all discovered, changed or imported
devices you have not already designated as Ignored, as detailed above.

4. If you want to apply a grouping criterion to organize your listed results,
select an appropriate criterion from the Group by menu in the left pane.

5. If there are changed or discovered nodes in the results list that you
want to update your Orion database to include, check all nodes to update
or to add, and then click Import Nodes.

6. If there are devices you want Orion to ignore in future discoveries,
regardless of discovered updates or changes, check all nodes to ignore,
and then click Add to Ignore List. For more information about the Discovery
Ignore L i s tUsing the @iscdvery Ignore Listd o n 2p.age

Using the Discovery Ignore List

Often, devices are found during a network discovery that you never intend to
monitor with Orion. The Discovery Ignore List is a record of all such devices on
your network. By placing a device on the Discovery Ignore List you can minimize
the SNMP processing load associated with discovering devices that you never
intend to monitor.

To manage devices on the Discovery Ignore List:

1. Click Start > All Programs > SolarWinds Orion > Configuration and
Auto-Discovery > Network Discovery.

2. If you want to view the current Discovery Ignore List, click Discovery
Ignore List.

3. If you want to add devices to the Discovery Ignore List, complete the
following procedure:

a. Click Scheduled Discovery Results.
b. Check devices you want to ignore, and then click Add to Ignore List.

4. If you want to remove devices from the Discovery Ighore List, complete
the following procedure:

a. Click Scheduled Discovery Results, and then
b. Check the devices you want to remove from the list.
c. Click Remove from Ignore List.

d. Confirm that you want to stop ignoring selected items by clicking OK.
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Discovery Central

Discovery Central provides a centralized overview of the types and number of
network objects you are monitoring with your currently installed Orion products.
The Discovery Central view is subdivided into sections corresponding to the
Orion products you have installed. The Network Discovery section displays for all
node-based Orion products. For more information about Network Discovery, see
fNetwork Discoveryd o0 n 2fF.&a more information about specific sections,
see the Administrator Guide for the corresponding Orion product.

Clicking Go to Orion Home opens the Orion Summary Home view for your
entire monitored network.

Network Discovery

The Network Discovery resource provides the number of nodes and volumes that
are currently monitored. This information is both available and applicable to all
installed Orion products.

Click Network Sonar Discovery to start a Network Sonar Discovery. For more
information, see fDiscovering and Adding Network Devicesoon page 17.

Click Add a Single Device to open the Add Node i Define Node view of the
Orion Node Management utility. For more information, see MAdding Devices for
Monitoring in the Web Consoledon page 75.

Additional Discovery Central Resources

As they are released following the release of Orion NPM 10.1.2, each Orion
module will provide its own Discovery Central resource. These additional
Discovery Central resources provide the number of module-related network
objects that are currently monitored. For more information about any of these
additional Discovery Central resources, see the corresponding Orion module
Administrator Guide.
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Managing the Orion Web Console

The Orion Web Console is an integral part of the Orion family of products that
can be configured for viewing from virtually any computer connected to the
Internet. You can also customize the web console for multiple users and store
individually customized views as user profiles. Administrator functions are
accessed by clicking Settings in the top right of all Orion Web Console views.

Logging in for the First Time as an Administrator

When you launch the Orion Web Console, you are presented with a login view
requiring both a User Name and a Password.

To log in to the Orion Web Console:

1.

Launch the Orion Web Console using either of the following methods:

f
f

Click Start > All Programs > SolarWinds Orion > Orion Web Console.

Or launch a browser on your Orion server and enter http:  // ip _address
or http://  hostname , where ip _address is the IP address of your Orion
host server, or where hostname is the domain name of your Orion server.

Enter Admin as your User Name, and then click Login.

Notes: Until you set a password, you can log in as Admin with no Password.
After your first login, you may want to change the Admin password. For more
information, see fiChanging an Account Passwordd o n 3f.age

Windows Authentication with Active Directory

As of Orion Core version 2010.2, the Orion Web Console can authenticate Active
Directory users and users who are members of Active Directory security groups.

To enable Active Directory Windows authentication to the web console:

1.

Install and configure Active Directory on your local network.

Notes:

|l

For more information about installing Active Directory on Windows

Server 2003, see the MbwToCGreakefanh Actie pp o

Directory Server in Windows Server 20030 .

For more information about Active Directory on Windows Server 2008,
see the Micr os o fActiveiDrectord8etvicesd .t i c | e,
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2.

If you want to enable automatic login for web console accounts using
Windows Authentication, configure the Orion Web Console as shown in the
following steps:

a. Click Start > All Programs > SolarWinds Orion > Configuration and
Auto-Discovery > Configuration Wizard.

b. Check Website, and then click Next.

c. After providing the appropriate IP Address, Port, and Website Root
Directory, select Yes i Enable automatic login using Windows
Authentication.

d. Click Next, and then complete the Configuration Wizard.

Log in to the web console using the appropriate domain and user, providing
Domain\User name or Username@Domain as the web console User name.

Using the Web Console Notification Bar

Below the web console menu bar, the Orion notification bar provides
informational messages related to the following Orion features:

il

If you have configured the Orion Web Console to check for product updates,
an announcement displays in the notification bar when an update, including
any upgrade, service pack, or hotfix, to Orion or any other Orion modules you
currently have installed becomes available. For more information about Orion
Product Up deduetbpdatesee eo M 3p.a g e

If you have configured the Orion Web Console to store blog posts, new and
unread posts to the Orion Product Team Blog are announced in the
notification bar. For more information about the Orion Product Team Blog,
s e @roduct Updatesd on 3p.age

If you have currently configured a scheduled discovery, results display in the
notification bar when the discovery completes. For more information about
Scheduled Discovery, s Risovéring and Adding Network Devicesd 0 n
page 17.

If you are currently using Orion to monitor any VMware ESX or ESXi Servers,
the notification bar can display messages communicating the number of ESX
nodes found during any discovery, and, if any discovered ESX nodes require
credentials, the notification bar tells you. For more information about
managi ng ESX Yieualizaionsdin thesSelaWirids Orion Network
Performance Monitor Administrator Guide.

For more information about any displayed notification bar message, click More
Details and a web console view relevant to the displayed message opens.
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To delete a posted message, either click Dismiss Message next to the displayed
message, or properly address the situation mentioned in the posted notification.

To remove the notification bar from your web console, click Close (X) at the right
end of the notification bar.

Navigating the Orion Web Console

The Orion Web Console offers two primary methods of navigation: top-level web
console tabs and view-level breadcrumbs. The following sections describe how
these navigation methods are used:

Using Web Console Tabs

In the case of a basic Orion installation, the Orion Web Console displays the
following tabs:

Home

The Home tab provides a menu bar of links to views aiding you in general
network management and monitoring. Information, like events and Top 10
lists, and technologies, like alerts, used to generate the views linked from the
Home menu are generally available to all Orion modules. By default, the
Orion Summary Home view displays when you click Home from any view in
the web console.

Applications (Orion APM)

If you are viewing the Orion Web Console on a server on which Orion APM is
also installed, the Applications tab opens a menu of default views for some
of the many different types of applications Orion APM can monitor. If Orion
APM is installed without Orion NPM, the APM Summary Home view
displays by default when you click Home from any web console view.

Network (Orion NPM)

The Network tab opens a menu bar of links to views and technologies, like
EnergyWise, wireless network and interface monitoring, that are specific to
the features provided by Orion NPM. If Orion NPM is installed, the NPM
Summary Home view displays by default when you click Home from any
web console view.

Configs (Orion NPM and NCM)

If the Orion NCM Integration for Orion NPM is installed, the Configs tab
provides links to default device configuration management views. If Orion
NPM is installed, clicking Home from any web console view displays the
NPM Summary Home view by default.
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Virtualization

The Virtualization tab provides access to specific views and resources that
are tailored for monitoring virtual devices. For more information about
virtualization monitoring in Orion, see the SolarWinds Orion Integrated Virtual
Infrastructure Monitor Administrator Guide.

The web console provides an additional module-specific tab for each installed
Orion module. These tabs offer access to views and tools specific to the Orion
module added. For more information about additional Orion modules, see
www.solarwinds.com. For more information about customizing menu bars, see
fiCustomizing Web Console MenuBarsd0 o n 5F.age

Using and Disabling Web Console Breadcrumbs

As you navigate web console views, your location is recorded as a series of links,
or breadcrumbs, to the views you have opened. Each breadcrumb offers the
following navigation options:

1 Clicking a breadcrumb opens the corresponding view directly.

1 Clicking > next to a breadcrumb opens a clickable list of all other views at the
same navigation level in the web console. For example, if you are on a Node
Details view, clicking > displays a list of other monitored nodes.

Note: Only the first 50 monitored nodes, listed in alphanumeric order by IP
address, are displayed.

Customizing Web Console Breadcrumbs
Dropdown breadcrumb lists are customizable, as shown in the following steps.

To customize the items in a breadcrumb dropdown:

1. Click > at an appropriate level in a breadcrumb to open the dropdown.
2. Click Customize this list.

3. Select a criterion from the menu, and then click Submit.

Note: All items in the customized list will be identical for the selcted criterion.

Disabling Web Console Breadcrumbs

To ensure access is appropriately restricted for account-limited users, you may
want to disable breadcrumbs, as indicated in the following procedure.

To disable web console breadcrumb navigation:

1. Log on to your Orion server using an account with administrative access.

2. Open web.config  (default location C:\ | netpub \ SolarWinds \) for editing.
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In the <appsettings>  section, locate the following setting:
<add key=0DisableBreadCrumbso value=0fal se
Changeinf al steidt r u,a®follows:

<add key=0Disabl eBread@uembso value=0

Save web.config

Note: If you run the Configuration Wizard after editing this setting, your
changes may be overwritten.

Administrative Functions of the Orion Web Console

The following sections describe the primary administrative functions performed
by an Orion Web Console administrator.

1

il
il
f

Changing an Account Password
Orion Website Administration
Viewing Secure Data on the Web

Handling Counter Rollovers

Changing an Account Password

Orion Web Console administrators may change user account passwords at any
time, as shown in the following procedure.

Note: In environments where security is a priority, SolarWinds recommends
against providing a view where users may change their own web console
account passwords.

To change an account password:

1.
2.
3.

Log in to the web console as an administrator.
Click Settings in the top right corner of the web console.

Click Manage Accounts in the Accounts grouping of the Orion Website
Administration page.

Select the user account with the password you want to change, and then
click Change Password.

Complete the New Password and Confirm Password fields, and then click
Change Password.

Click Continue when the password is successfully changed.
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Orion Website Administration

If you are logged in to the web console as an administrator, clicking Settings in
the top right corner of the web console.displays the Orion Website Administration
page, presenting a variety of tools to control the appearance and delivery of
information to Orion Web Console users. The following options are available on
the Orion Website Administration page.

Node & Group Management

Before you can start monitoring your network you must designate the network
objects you want your Orion installation to monitor. The Getting Started with
Orion grouping provides direct links to the following discovery-related views so
you can quickly and easily start monitoring your network:

1 Discovery Central provides a centralized overview of the types and number
of network objects you are monitoring with your Orion installation. For more
information, se e Digtovery Centrald o n 2F.ag e

1 Clicking Network Sonar Discovery opens the Network Sonar Discovery
Wizard. Network Discovery enables you to quickly discover devices across
yourentir e net work for monitori niNetworkEor mor
Discovery Using the Network Sonar Wizarddo o n 1F.ag e

1 Clicking Add a Node opens the Add Node Wizard directly. For more
informationaboutad di ng nodes i nAdding Deticeafbrl y, see
Monitoring in the Web Consoled o n 7p.age

Node & Group Management

The Node & Group Management grouping of the Orion Website Administration
page gives you access to the following web console views for managing nodes
and groups:

i Clicking Manage Nodes displays the Node Management page, where an
Orion Web Console administrator can immediately add, view, and manage all
network objects currently managed or monitored by your Orion installation.
For mor e i nf Managng Dewices in teedMeb Consoled o0 n
page 75.

1 Clicking VMware Settings opens the VMware Settings view, where you can
view both a list of currently monitored VMware ESX Servers and a library of
the VMware credentials Orion uses to monitor your ESX Servers. For more
information, s e &/irtudalizationdin the SolarWinds Orion Network
Performance Monitor Administrator Guide.

i Clicking Manage Dependencies opens the Manage Dependencies view.
Dependencies allow you to formalize dependent relationships between
monitored objects based on network topology or priority to eliminate the

34 O Managing the Orion Web Console



potential for duplicated or redundant polling and alerting. For more
i nf or mat Manmaging Deperdenfiiesd o n 9.age

1 Clicking Manage Groups opens the Manage Groups view. To a greater
degree than previously available with custom properties, groups enable you
to logically organize your monitored network objects. For more information,
s e dManmaging Groups0 o n 8F.age

Accounts

The Accounts grouping of the Orion Website Administration page gives a web
console administrator access to the following web console configuration pages:

1 The Manage Accounts link provides web console administrators access to
set and change account passwords, set user rights and access, and
configure the web console experience for all users. For more information
about managing accounts, s Mamagifig Web Accountsd0 o n 9F.age

1 Clicking Account List opens the Orion Website Accounts view, providing an
immediate overview of web console user account settings. You may use this
view to make changes to multiple accounts simultaneously and immediately
by clicking to check or clear options. Clicking an Account user name opens
the Account Manager for the selected account. For more information about
managi ng ac cManaging§Veb Ac@mwtsdi on 9F.age

Customize

The Customize grouping of the Orion Website Administration page offers options
to customize the navigation and appearance of your Orion Web Console on the
following pages:

1 The Customize Menu Bars page allows an Orion Web Console
administrator to configure the menu bars seen by individual users. For more
i nf or mat CustamizingsVéeb Cadmsole MenuBarsd0 o n 5F.age

1 The Color Scheme page gives a web console administrator the ability to
select a default color scheme for resource title bars. The color scheme
selection takes effect immediately throughout the web console. For more
i nf or mat Changing the @eb Cdnsole Color Schemed o n 5B.age

1 The External Websites page enables an Orion Web Console administrator
to designate any external website as an Orion Web Console view, appearing
in the Views toolbar. For more information, s @reating and Editing
External Website Viewsd o n 5p.age

Manage Alerts

The Manage Alerts grouping provides a link to the Manage Advanced Alerts
view, where you can edit, enable, disable, and delete advanced alerts directly
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from the web console. For more information about manage advanced alerts in
the web console, s @sing @rion Advanced Alertsd o n 1% g e

Product Updates

The Product Updates grouping provides links to web console views offering
up-to-date information about using and upgrading Orion.

1 The Available Product Updates view allows you to configure regular checks
for Orion updates that can include version upgrades and service packs.

1 The Orion Product Team Blog offers regular posts from members of the
Orion product team to help you take full advantage of features provided by
Orion and its modules.

Views
The Views grouping of the Orion Website Administration page gives an Orion
Web Console administrator access to the following view configuration pages:

1 The Manage Views page enables a web console administrator to add, edit,
copy, or remove individual web console views. For more information about
managing Orion Web Consolev i e ws ,Customieing ¥Viewsd on 4p.age

1 Clicking Add New View opens the Add New View page, where you can
define new web console views.

1 The Views by Device Type page gives an Orion Web Console administrator
the ability to designate default views for network devices. For more
i nf or mat Viewshy DevieeeType0 o n 4d.age

Settings
The Settings grouping of the Orion Website Administration page gives an Orion
Web Console administrator access to the following settings configuration pages:

Note: If you currently have any Orion modules installed, links to module settings
pages display in the Settings grouping. For more information about configuring
Orion module settings, see the Administrator Guide for your Orion module.

1 Web Console Settings allow an Orion Web Console administrator to
customize the function and appearance of both the Orion Web Console and
the charts that are displayed as resources in Orion Web Console views. For
more information about configuring Orion Web Console and Chart Settings,
s e @rioit Web Console and Chart Settings0 o n 6p.age

1 Polling Settings define the configuration of polling intervals, timeouts,
statistics calculations, and database retention settings for your Orion polling
engine. For more information about configuring Orion Polling Settings, see
fOrion Polling Settingsd o n 1p7a g e

36 O Managing the Orion Web Console



1 The Orion Thresholds page opens the Orion General Thresholds page,
where Orion threshold settings are configured. For more information, see
fOrion General Thresholdsd6 o n 3B.age

Details

The Details grouping of the Orion Website Administration page provides links to
the following pages containing information about your Orion installation:

Database Details

This is an information-only page that displays details about the SQL Server
database currently used by your Orion installation. In addition to current
version information and configuration settings for both your Orion server and
your database server, this page displays the total number of monitored
objects in the Orion database.

Polling Engines

Orion supports the implementation of multiple distributed polling engines.
Each engine can monitor and collect data from different parts of your
network. This page shows the status and selected configuration information
for each currently operational polling engine.

Orion Core Details

This is an information-only page that displays details about your installation
of the common components and resources that all Orion products share,
including information about your Orion server, monitored object counts, and
the version numbers of the executables and DLLs required by any and all
installed Orion products.

License Details

This is an information-only page that displays details about all Orion products
that you currently have installed. about both your Orion license and your
monitored network. This page also shows the version numbers of the Orion
products you are running and the versions of associated DLLs. For more,

s e eMairftaining Licenses with License Managerd0 o n 1g.ag e

Viewing Secure Data on the Web

In the interest of security, sensitive network information, such as community
strings, logins, and passwords, is not viewable in the web console. However, if
you have secured your network, you may check Allow Secure Data On Web
(advanced) in the Calculations & Thresholds area of the Orion Polling Settings
page to allow the passage of community strings through the web console.

Note: This setting does not affect the display of custom reports that you export to
the web. For mor €reating &nd Yiewang Repontsdos @ae Ipla g e
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Handling Counter Rollovers

The Counter Rollover setting configures Orion to properly handle counter
rollovers. Orion is capable of handling either 32-bit or 64-bit counters, but, by
default, Orion assumes counters are 32-bit. 32-bit counters have a maximum
value of 2%, or 4,294,967,296, and 64-bit counters, if they are supported by your
network devices, have a maximum value of 2**, or 18,446,744,073,709,551,616.

Note: The 32-bit counters option is designated as Method 1 in the Counter
Rollover field on the Orion Polling Settings page.

The following procedure designates the type of counter-hanlding used by Orion.
To designate the type of counter-handling used by Orion:

1. Login to the web console as an administrator.

2. Click Settings in the top right of the web console, and then click Polling
Settings in the Settings grouping of the Orion Website Administration page.

3. If you are using 64-bit counters, select Method 2 in the Counter Rollover
field in the Calculations & Thresholds area.

Notes:

1 If Method 2 is selected, Orion will intentionally skip a poll if a polled
value is less than the previous polled value to permit counting to 2%,

9  Orion fully supports the use of 64-bit counters; however, these 64-bit
counters can exhibit erratic behavior in some implementations. If you
notice peculiar results when using these counters, disable the use of 64-
bit counters for the problem device and contact the device manufacturer.

4. If you are using of 32-bit counters, select Method 1 in the Counter
Rollover field in the Calculations & Thresholds area.

Note: If Method 1 is selected, when a rollover is detected, the time between
polls is calculated as (232 i Last Polled Value) + Current Polled Value.

Orion General Thresholds

Many of the resources available in the Orion Web Console are capable of
displaying error and warning conditions for the devices on your network. Errors
and warnings display in the Orion Web Console. Orion uses the values provided
on the thresholds pages to determine when and how to display errors and
warnings in the Orion Web Console. The following sections provide more
information about threshold types and configuration:

9  Orion General Threshold Types
1 Setting Orion General Thresholds
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Orion General Threshold Types

The following device conditions may be configured as Orion General Thresholds:

CPU Load

Monitored network devices experiencing CPU loads higher than the value set
for the High Level display in High CPU Load reports and resources. Gauges
for these devices also display as bold red. Monitored network devices
experiencing a CPU load higher than the value set for the Warning Level,
but lower than the value set for the High Level, display as red in High CPU
Load reports and resources. Gauges for these devices also display as red.

Disk Usage

Monitored network devices experiencing a disk usage higher than the value
set for the High Level display as bold red in Disk Usage reports and
resources. Monitored network devices experiencing a disk usage higher than
the value set for the Warning Level, but lower than the value set for the
High Level, display as red in High Disk Usage reports and resources.

Percent Memory Used

Monitored network devices experiencing a percent memory usage higher
than the value set for the Error Level display in High Percent Utilization
reports and resources. Gauges for these devices also display as bold red.
Monitored network devices experiencing a percent memory usage higher
than the value set for the Warning Level, but lower than the value set for the
Error Level, display in High Percent Utilization reports and resources.
Gauges for these devices also display as red.

Percent Packet Loss

Monitored network devices experiencing a percent packet loss higher than
the value set for the Error Level display in High Percent Loss reports and
resources. Gauges for these devices also display as bold red. Monitored
network devices experiencing a percent packet loss higher than the value set
for the Warning Level, but lower than the value set for the Error Level,
display in High Percent Loss reports and resources. Gauges for these
devices also display as red.

Orion calculates percent packet loss using ICMP ping requests made on the

Default Poll Interval. Orion pings monitored devices and records the results

of the ten most recent ping attempts. Percent packet loss is expressed as the
number of failed ping requests, X, divided by the number of ping requests,

10.For more information aboutOriontPelinPef aul
Settings0 o n 1p7age
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For example, if, at a given point in time, the last ten ping requests made of a
selected device resulted in 2 failures and 8 successes, the percent packet
loss for the selected device at the given time is reported as 2/10, or 20%.

Response Time

Monitored devices experiencing response times longer than the value set for
the Error Level display in High Response Time reports and resources.
Gauges for these devices also display as bold red. Devices experiencing
response times longer than the value set for the Warning Level, but shorter
than the value set for the Error Level, also display in High Response Time
reports and resources. Gauges for these devices also display as red.

Orion calculates response time using ICMP ping requests made on the

Default Node Poll Interval. Orion pings monitored devices and records the

results of the ten most recent ping attempts. Average Response Time is

expressed as the average response time of these last 10 ping requests. If

Orion does not receive a ping response within the Default Poll Interval, Orion

will attempt to ping the nonresponsive device once every 10 seconds for the

period designated as the Warning Interva. For mor e i nf @©rnomat i o
Polling Settingsd6 o n 1p7a g e

Setting Orion General Thresholds

The following procedure configures Orion General Thresholds.
To set Orion thresholds:

1. Log in to the Orion Web Console as an administrator.
2. Click Settings in the top right of the web console.

3. Click Orion Thresholds in the Settings group of the Orion Website
Administration page.

Note: For more information about Orion General Threshold s , ©rere i
General Threshold Typesd6 on 3p.age

4. Provide appropriate values for Error Level, High Level, or Warning Level
for selected thresholds.

Customizing Views

Orion Web Console views are configurable presentations of network information
that can include maps, charts, summary lists, reports, events, and links to other
resources. Customized views can then be assigned to menu bars.

Note: In environments where security is a priority, SolarWinds recommends
against providing a view where users may change their own web console
account passwords.

40 O Managing the Orion Web Console



Creating New Views

You can customize the Orion Web Console for individual users by logging in as
an administrator and creating new views as shown in the following procedure.

Note: In environments where security is a priority, SolarWinds recommends
against providing a view where users may change their own web console
account passwords.

To create a new view:

1. Click Settings in the top right of the web console.

2. Click Manage Views in the Views group of the Orion Website Administration
page.
Click Add.

4. Enter the Name of New View.
Select the Type of View.

Note: The Type of View selection affects how the view is made accessible
to users, and your choice may not be changed later. For more information,
s e &/iewis by Device Typed0 o n 4dd.age

6. Click Submit.

After you have created a new view, the Customize YourView page opens. For
more information, see fEditing Viewsd o n 4f.ag e

Editing Views

The Orion Web Console allows administrators to configure views for individual
users. The following steps are required to configure an existing view.

To edit an existing view:

1. Click Settings in the top right of the web console.

2. Click Manage Views in the Views group of the Orion Website Administration
page.
Select the view you want to customize from the list, and then click Edit.

4. If you want to change the column layout of your view, complete the
following steps.

a. Click Edit to the right of the column widths.
b. Select the number of columns under Layout.

c. Provide the width, in pixels, of each column in the appropriate fields, and
then click Submit.
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5. If you want to add a resource, repeat the following steps for each resource:
Notes:

1 Resources already in your view will not be checked on this page listing
all web console resources. It is, therefore, possible to pick duplicates of
resources you are already viewing.

1 Some resources may require additional configuration. For more
i nf or mat Resonrgce Configairation Examplesd o n 4d.age

1 Several options on the Add Resources page are added to the list of
resources for a page, but the actual configuration of a given map, link, or
code is not added until the page is previewed.

a. Click + next to the column in which you want to add a resource.

Click + next to a resource group on the Add Resources page to expand
the resource group, displaying available resources.

c. Check all resources you want to add.

d. If you have completed the addition of resources to the selected
view, click Submit.

6. If you want to delete a resource from a column, select the resource, and
then click X next to the resource column to delete the selected resource.

7. If you want to copy aresource in a column, select the resource, and then
click ' next to the resource column to delete the selected resource.

8. If you want to rearrange the order in which resources appear in your
view, select resources, and then use the arrow keys to rearrange them.

9. If you have finished configuring your view, click Preview.

Note: A preview of your custom web console displays in a new window. A

message may display in the place of some resources if information for the

resource hasnotbeenpol | ed yet. For mBesaurced nf or ma
Configuration Examplesd o n 4g.age

10. Close the preview window.
11. If you are satisfied with the configuration of your view, click Done.
Notes:

1 For more information about adding a customized view to menu 